400 



SER REQUESTS TRANSFER 



0 



402 




NO PERMISSION 
► 



PERMISSION 



404 



PVR INITIALIZES ESTABLISHMENT 
OF SECURED CONNECTION 



DEVICE PROVIDES ITS 
CERTIFICATE TO PVR 



406 



408 



DEVICE REQUESTS PVR TO 
VERIFY DEVICE CERTIFICATE 



DEVICE REQUESTS PVR 
CERTIFICATE FROM PVR 



410 



412 



PVR REGISTERS DEVICE 



414 




NOT AUTHENTIC OR 
NO PERMISSION 



AUTHENTIC AND 
PERMISSION 



416 



418 



PVR PROVIDES ITS 
CERTIFICATE TO DEVICE AND 

REQUEST INITIATION OF 
SECURED COMMUNICATIONS 



420 




NOT AUTHENTIC 
► 



AUTHENTIC 



C 



END TRANSFER 



3 



DEVICE REQUEST INITIATION OF 
SECURED COMMUNICATIONS 



422 



V SECURED COMMUNICATIONS ESTABLISHED \ 



FIG. 2 



PVR SENDS FILES AND DEVICE RECEIVES 
AND STORES FILES 



S I 



